
Assessment of the Ministry of Interior Reform 

  

  

On 8 July 2015 the Parliament of Georgia passed at the third hearing the draft Law “on the State 

Security Service” and amendments to its accompanying draft laws.
[1]

 

  

Transparency International Georgia has many concerns about the process by which the law was 

developed and its content. As noted previously, Transparency International Georgia believes there is an 

excessive concentration of powers in the Security Service and duplication of functions with the Ministry 

of Interior. The low levels of transparency in the new Security Service and weak external control 

mechanisms present serious accountability risks. In addition, the new law maintains many aspects of 

government surveillance and control that have no place in a modern democracy: the scope and level of 

control over state institutions and private structures, the formalisation of the use of security officers in 

institutions of public interest (“ODRs” “ОДР” – офицер действующего резерва; lit. Active Reserve Officers), 

and the secret surveillance/wiretapping of private citizens are among these prevailing problems. 

  

1.      Draft Law Development Process 

  

As soon as the Prime Minister of Georgia announced the reform of the Ministry of Interior (MoI), 

Transparency International Georgia along with several other NGOs stated their willingness and desire 

to be involved in the reform process. 

  

We wrote to the special inter-agency commission that was responsible for the MoI reform. Although 

they granted our request to be involved and a separate working group was set up under the Crises 

Council for NGOs as well, members of this group were not given an opportunity to participate in the 

major working group and present their vision to the Government members. 

  

Only one introductory meeting took place with participation of NGOs on 28 March 2015, attended by 

the staff of the Crises Council administration and several NGO members. 

  

At the second meeting on 1 May 2015 representatives of the Government administration and the MoI 

presented a reform concept and the draft Law based thereon. 

 

NGO members requested another meeting in advance of the draft being submitted to Parliament. The 

NGOs wanted a discussion of the comments they provided to government. The purpose of the meeting 

was to understand not only the position of the NGOs, but also the government’s reasoning in rejecting 

them.  

  

Another meeting was held on 14 May 2015, at which our remarks were heard. Yet, only a few of them 

were accepted later on, during the committee hearing process. 

  

Immediately upon initiating the draft Law, Transparency International Georgia and the Coalition for 

Independent and Transparent Judiciary released several statements on the MoI reform-related draft Law. 



We also sent remarks and opinions to the Speaker of the Parliament of Georgia and the Chair of the 

Legal Affairs Committee. 

  

The initiator of the draft Law and several MPs have stated that NGOs were actively involved in the 

process and that our questions were given credible responses.Notwithstanding our wish to actively 

participate in the process, our involvement was limited to the submission of remarks on the developed 

draft Law. Despite our active attempts to engage, at the committee hearings our remarks 

on the key principal issues were not accepted.
[2]

 

  

2. Excessive Concentration Power and Duplication of Functions 

  

Transparency International Georgia welcomes the separation of the Security Service from the MoI. 

Excessive concentration of powers within one structure create a risk of abuse of power. Yet, we find 

that the Law “on the State Security Service” is an example of bad implementation of a 

good idea. The division of one commanding ministry will result in two structures – with 

excessive power, duplicated functions, and a high risk of exceeding the powers. Such a 

‘solution’ of the issue is, at best, a small step forward towards democracy and human rights 

protection. 

  

Pursuant to the Law, the Security Service carries the functions of analysis, law-enforcement, use 

of physical force, prevention, and investigation. Granting such wide powers to the Security 

Service contains the risks of duplicating the functions of MoI, as well as the potential for the Security 

Service to use its powers unlawfully. 

  

Further, the Law does not define specifically which powers will be granted to which unit of the Security 

Service. Accordingly, all units within the Security Service will be authorized to discharge the functions of 

analysis, law-enforcement, prevention, and investigation. 

  

Article 12 of the Law, which describes the Service’s powers, also fails to define which measure the 

Security Service can apply to exercise which specific power. In particular, it is unclear whether for 

instance secret wiretapping could be applied for discharging analytical functions, prevention, or 

investigation. Accordingly, measures typically attributed to the security authorities could be used for 

law-enforcement purposes. 

  

Article 5 of the Law, which defines key functional areas of the Security Service, is so broad that in fact 

we gain a second law-enforcement authority protecting legal order. For instance, the Security Service's 

functions will encompass prevention and identification of corruption and application of 

preventive measures. This includes all types of white-collar crimes committed by civil 

servants, despite their significance and irrespective of how these crimes are linked to state 

security. 

  



In addition, the Security Service will be authorized to combat transnational organized and 

international crimes. This does not imply terrorism only, because terrorism is regulated by a 

separate provision of the same article. 

  

Pursuant to Article 12.2.c, the Security Service is authorized to participate in measures against 

organized crime, corruption, and drug business alongside the Prosecutor's Office, the Ministry of 

Interior of Georgia, the Special State Protection Service and other state authorities. 

  

Under Article 12.4, the Security Service's competence also includes the protection of state 

border and state officials. In this specific case, functions are duplicated with the Border Police and 

the Special State Protection Service. 

  

The Security Service with the policing and investigative functions, with low transparency 

standards, and secret methods of collecting the information, is a serious threat in terms of 

the abuse of these powers and human rights violations. 

  

3. Contradiction with International Principles 

  

Excessive concentration of powers in the Security Service directly contradicts the Guiding Principles of 

the Parliamentary Assembly of the Council of Europe. The Guiding Principles stipulate that internal 

security services should not be authorized to carry out law-enforcement tasks such as 

investigation and detention of individuals, due to the high risk of abuse of these powers.
[3]

 

Such powers should be exclusive to the police, so that their application is subject to effective external 

control mechanisms. This approach is the one taken by most countries where the security services are 

independent from the police and their functions are limited to analytical activities. Given the special 

threats of terrorism in the recent period, security services in some countries were granted the 

authority to investigate terrorism-related offences, but this trend has not encompassed such a broad 

range of crimes as covered by the MoI-initiated Law. 

  

4. Functions of the State Security Service 

  

Functions granted to the Security Service and risks related to their implementation are examined 

separately below: 

  

Law-enforcement and use of physical force – the Security Service has the right to use special means such as 

tear gas, anti-barricade tools, tools to restrain and detain individuals,, water cannon, 

armored vehicle, etc. The special means stipulated by the Law are identical to those special means 

that the Ministry of Interior is entitled to use. Pursuant to the Law, the Service requires such equipment 

when detaining an offender, or fending off a group attack on a state or public facility, which is a purely 

law-enforcement task. The usual practice in modern democracies is for a state security service to assess 

and analyse identified risks, then inform law-enforcement agencies. It is for the law enforcement agency 

then to respond to the identified risks with physical force, should this be necessary. Having what is in 



effect two SWAT units equipped with expensive facilities in the country is not justified 

either in terms of separation of competences, or reasonable spending of budgetary funds. 

  

Notably, the majority of democratic states do not authorize security services to use force. Furthermore, 

in terms of use of force the service staff is on equal terms with ordinary citizens. If in light of specifics of 

their activities the security forces require the application of physical force, they are obligated to address 

police units for assistance. International experience refers to the authority of the security service staff to 

request the police to detain an individual who is suspected of having committed a crime or there is a 

suspicion that he or she will commit a crime against state security, as well as to ask for police escort in 

concrete operations if there is a suspicion that their lives could be endangered.
[4]

 

  

Preventive function – the Law “on the State Security Service” authorizes the Security Service to carry out 

various measures for preventive purposes, including asking an individual to show an ID or residence 

document. 

  

In our assessment, direct contact between a security service and citizens should be as limited as 

possible. Given the formulation of the relevant article in the Law, if the Security Services find a threat to 

state security, it can stop any individual in the territory of Georgia and ask for a document. The Law is 

silent on the need to explain to an individual the grounds for requesting their identity documents. It is 

also silent  on subsequent measures - if, for instance, an individual refuses to show a document. Given 

the law’s content, the Security Service is permitted to exercise some elements of migration control as 

well; under the Law “on Police”, combating and preventing illegal migration are the tasks of the police. 

  

Article 13 of the Law lists preventive measures that the Security Service is authorized to carry out. The 

list is identical to preventive measures stipulated by the Law “on the Police”, but different in that the 

list of preventive measures to be carried out by the Security Service is not exhaustive, thus 

complicating the right to appeal against these measures – it is unclear how the legality of 

an action that the law is silent on could be proven against anybody.  

  

To exercise preventive functions, the Security Service is authorized also to install photo and video 

equipment on the roads and building perimeters, as well as border check points. This is also a 

duplication of functions and unreasonable double-spending of budgetary funds. Photo and video 

equipment installed by the MoI on the roads and building perimeters as well as border check points 

could provide data needed by the Security Service. 

  

Investigative function – as already noted, granting investigative functions to the Security Service 

contradicts Council of Europe recommendations; it is inconsistent with the security service tasks, and 

creates a huge risk of abuse of power. 

  

When on one hand an agency collects information through secret methods for analytical purposes, and 

on the other hand carries out investigations, there is no guarantee it does not use information collected 

through non-investigative methods for investigative purposes. Unlike the law-enforcement and 

investigative authorities, security services enjoy broader powers of collecting information through 



various secret methods. For this very reason, in democratic states their competences are strictly defined 

so that such large-scale interference in an individual’s private life is justified only to avoid a special threat 

to the state. Enormous amount of information within one structure (including personal data, personal, 

professional, commercial secrets) contains risks in terms of human rights protection - especially the 

right to privacy. Although after launching the investigation the Security Service will be guided by the 

Criminal Procedure Code, prior to launching the investigation the Security Service unit, which is to 

carry out an investigation, will be able to apply information collection methods stipulated in special laws 

(e.g. the Law “on Counter-Intelligence Activities”). There is no guarantee these data will not be used in 

the interests of investigation. 

  

5. Low Transparency Standard of the Security Service 

  

Excessive powers concentrated within the Security Service are especially problematic if taking into 

account the transparency standards attributed in general to the security services. 

  

In recent years the MoI has taken significant steps in respect of transparency, driven by several reasons: 

the Law “on Personal Data Protection” was amended on 1 August 2014 and the scope of application of 

the Law (and respectively the Inspector’s powers) was extended to the activities of law-enforcement 

authorities. Worth mentioning also is the Recommendation No. R (87) 15 of the Council of Europe 

Committee of Ministers on the use of personal data in the police sector, which is foreseen under the 

Visa Liberalization Action Plan. 

  

Standards of transparency in effect in the MoI are not applicable to the Security Service. 

  

The effect of the Law “on Personal Data Protection”, and accordingly the discharge of supervisory 

functions by the Inspector does not apply to processing of information for the state security purposes, if 

such information is classified as a state secret (the vast majority of information on the Security Service 

activities is classified as such). 

  

It is an internationally recognized practice to apply to security services a lower transparency standard 

than to law-enforcement and investigation authorities. Yet, when a security service exercises 

investigative, preventive and law-enforcement functions and is in direct contact with 

citizens, this standard of transparency creates huge risks of human rights violations and 

unjustified interference in private life. 

  

6. Weak External Control 

  

A low standard of transparency of the Security Service is problematic in terms of control exercised over 

it by the Personal Data Protection Inspector, civil society and other independent agencies. To balance 

this this, in democratic states there are strong parliamentary control mechanisms – the Parliament 

controls effective activities of the security services and the protection of human rights and personal data 

in these services. Special committees or commission consisting of MPs and non-parliamentary entities 

are set up, members of which have absolute access to data classified as state secret. 

  



Although the Law provides for the Security Service’s accountability before the Parliament, it is of a 

formal nature only. Presenting a report by the Security Service Head before the Parliament fails to 

exercise real control. The vast majority of information at the Security Service’s disposal is of a secret 

nature. Accordingly, it cannot be included in the parliamentary report. The Group of Confidence is the 

only parliamentary structure, where members have access to data so highly classified. However, under 

the legislation the Group’s competences are limited to control over budgetary funds. 

  

Several days ago the Chairman of the Parliamentary Committee for Defense and Security stated that it is 

planned to revise the Law “on the Group of Confidence”. If these amendments are made and 

competences of the Group of Confidence members are increased, the 5 MPs and the Group of 

Confidence administration consisting of one specialist will still have insufficient capacity to effectively 

control the Security Service. 

  

The argument that this is only the first stage of the reform and the remaining issues will be solved in the 

future is unacceptable. A reform of such importance must be implemented only through a complex 

vision and comprehension of the issue. Setting up a new service with excessive powers and then thinking 

about effective forms of its control is wrong in principle. 

  

To avoid the reality we are currently facing – a closed agency with abundant personal data 

and non-existing control mechanisms – the Security Service ought to have been 

established by thinking through the mechanisms of its effective control. 

  

Given the absence of a control mechanism and in view of the selection procedure (the Prime Minister 

shall individually select the Security Service Head nominee, while the parliamentary majority vote is 

sufficient for electing him/her), there is no guarantee we will deal with an apolitical structure not abused 

by the ruling power for political purposes. 

  

7. Preservation of Soviet Elements in the Security Service Activities – the "ODRs" 

The initiated version of the draft Law maintained the role of so-called ODRs unchanged. In particular, 

the Security Service was entitled to appoint a security officer in the state authorities and institutions of 

the state strategic purpose and with high risks to the state security. 

  

Transparency International Georgia has on numerous occasions urged the authorities to reject this 

institution. An institution that was a Soviet method of ruling the country and does not exist in any other 

democratic state. 

  

The article’s formulation was amended at the initiative of the Legal Affairs Committee, following which 

the ruling coalition members stated the institution was abolished. Yet, in fact the Law has revoked 

the term ‘officer of security issues’, but not the substance. There is no regulation that 

would prevent the Security Service from having a permanent representative in various 

state structures. 

  

Pursuant to Article 22 of the Law, the Security Service appoints a permanent representative in various 

institutions through the below procedure and based on the following legal grounds: 



  

The Government of Georgia shall identify subjects posing high risk to the state security. These subjects 

may include not only state institutions but entities of private law. Then the State Security Service will 

establish the state security protection regime in these subjects, which shall define: the types of measures 

required for ensuring the protection regime, material technical conditions, minimum number of staff, list 

of officials requiring special verification, monitoring procedure, etc. A security protection regime is a 

secret document. At the final stage the Security Service and the subject posing the high risk to the state 

security shall execute the agreement on mutual cooperation, which shall define the types and scope of 

cooperation including the appointment of the Service representative for monitoring purposes, and 

reimbursement of necessary costs for carrying out  any measures. The agreement may be a secret 

document. Despite remarks by Transparency International Georgia made at the committee hearing, the 

Law does not include wording on the prohibition of classifying the agreement as a state secret. Hence, 

the mandate and powers of the Security Service representative in various private and public institutions 

remain a secret. 

  

The Government defines a list of subjects that are high risk. The Government resolution is a normative 

act and pursuant to Article 7.2 of the Law “on the State Secret”, may be classified as a state secret. In 

the best scenario, if this act is not made secret the citizens will know about entities in which the 

Security Service has a permanent representative. This would be a step forward, but nevertheless, the 

measures to be carried out by the Security Service representative, monitoring 

mechanisms, and the scope and types of mutual cooperation also remain a secret. 

  

As a protection mechanism required for ensuring state security in various institutions, the Security 

Service can apply a number of methods, for instance monitoring, request of documents, mandatory 

instructions. Given this wide range of control mechanisms, assigning a permanent representative in 

institutions is not justified as it is aimed at permanent control only – with secret types and methods of 

mutual cooperation. 

  

Obviously, these regulations fail to resolve the key problem – the State Security Service preserves 

the right to have a permanent representative in the state institutions as well as private 

entities. The institution of an “ODR” did not require reforming. This malpractice that 

enables the Security Service to assign a permanent monitor in state institutions or private 

entities out to be abolished 

  

8. Scope of the Security Service Control over State and Private Institutions 

  

Mechanisms of control by the Security Service over entities (public and private institutions) defined as 

high risk by the Government contains enormous risks of interference in the activities of these entities. 

  

Under the Law, in instances where a threat is identified as high risks to state security, the Security 

Service gives the entities mandatory instructions. The offences or risks that allow for such mandatory 

instructions are not defined in the Law. Notably, the instruction may be verbal, thus rendering its 

control or appeal impossible. 

  



Thus, once a threat has been identified, the authority of the Security Service to give 

mandatory instructions (including verbal) to private and public institutions, carry out other 

forms of monitoring, and to assign a permanent representative in these institutions in line 

with the forms and methods of cooperation defined by a secret document, creates the risk 

of total control exercised by the Security Service. 

  

9. Secret Surveillance and Wiretapping with Prevailing Problems 

  

The Law dissolves the Operative-Technical Department within the MoI and the secret surveillance 

measures are entirely vested in the Security Service. Instead of the MoI, the Security Service will operate 

the so-called constant connection device with communication companies and the “wiretapping key”. 

  

Notwithstanding this change, the essence of the problem remains – technical equipment 

with the high risks of abuse of power remains in the hands of the authority driven by 

investigative, preventive and law-enforcement objectives, and thus professionally 

interested in collecting as much information as possible. 

  

The second phase of the reform launched on 1 August 2014 should have transformed the secret 

wiretapping as part of the counter-intelligence activities. Yet, a rather extensive bill remained silent on 

these norms. 

  

The risks of using the information collected as part of counter-intelligence activities for 

investigative purposes are still problematic. 

  

Below is a brief analysis of these risks: 

  

On 1 August 2014 the Criminal Procedure Code has set a high standard of secret investigative actions, 

which a prosecutor must prove when submitting a motion in court. A list of persons that secret 

investigative actions cannot be applied to, category of offences, information destruction regime, etc. 

were defined. Such a standard does not exist when a security service carries out secret wiretapping for 

non-investigative, i.e. analytical purposes. In cases of urgent necessity, the Law “on the Counter-

Intelligence Activities” totally rules out a prosecutor’s role and the Service Head addresses the court 

directly. All units in the Security Service will enjoy analytical as well as preventive functions, thus creating 

the high risk of abuse of powers by them. Namely, the Security Service is entitled to start wiretapping 

for analytical purposes (with a low standard of proof, without specifying a list of individuals or category 

of crimes), obtain required information, and then carry out investigation based on this information. 

  

Bearing this in mind, special risks are contained in the language of the Criminal Procedure Code, 

pursuant to which if a secret investigative action identifies signs of another crime that is not being 

investigated, information obtained as a result of this secret investigative action serves as the basis for 

launching investigation on another criminal case, irrespective of whether it meets the high standards set 

for secret investigative actions (list of individuals, category of crimes, etc.). 

  



To conclude, investigative services within the Security Service will be privileged over other 

investigative services because they will be entitled to use information obtained through 

various secret methods for analytical tasks not only for analytical purposes. 

  

10. Issues Left Out by the Ministry of Interior Reform 

  

The MoI reform should not have been limited to separating the security service from the MoI. Although 

the bill has amended up to 50 laws, several principal issues have not at all been affected by the reform. 

  

To end up with the effective MoI and the Security Service, the following issues should have been well 

thought over and resolved comprehensively: 

  

●        Efficient internal and external control mechanism of the Security Service and the MoI: General 

Inspection reform, setting up an efficient parliamentary control system; 

●        Establishment of an independent investigation mechanism; 

●        Regulation of the so-called secret wiretapping issue, instead of transferring the “wiretapping key” 

from one investigative agency to another; 

●        Career development and promotion mechanisms in the MoI and the Security Service; 

●        Optimization of efficient and organized structure of units within the MoI. 

  

Given the above remarks, Transparency International – Georgia cannot assess the reform 

positively. 

  

We would like to have a strong Security Service, strong in terms of effective discharge of 

functions and not powerful – with excessive concentration of powers and total control 

mechanisms. Granting one agency with investigative, preventive, analytical, law-

enforcement and often duplicated tasks adds to the inefficiencies and ineffectiveness that 

the reform was meant to improve 

 

 

 
[1]

 http://parliament.ge/ge/law/9305/22731 

[2]
 Several remarks of “Transparency International – Georgia” were taken into account in the committee hearings 

regime, including: 

●        It was stipulated in the Law “on the Police” that the police shall not have the right to carry out secret video 

and audio surveillance for preventive measures, but is only authorized to provide technical services of video and 

audio surveillance to an investigative authority; 

●        Initial version of the draft Law provided the Security Service a possibility to impose control over purchase 

and use of technical equipment for surveillance. The wording was removed as a result of our remark; 

●        The Law now specifies that the right of the Security Service – to check a person and issue permission on 

his/her appointment on a position – does not apply to all officials of institutions of special regime, but only to 

persons responsible for protection of the security regime; 



●        The Law defined that the competencies of the Security Service include combating not all types of 

transnational and organized crime (as foreseen under the initiated version of the draft Law), but only if these 

crimes endanger the state security. 
[3]

 "Internal security services should not be authorized to carry out law-enforcement tasks such as criminal 

investigations, arrests, or detention. Due to the high risk of abuse of these powers, and to avoid duplication of 

traditional police activities, such powers should be exclusive to other law-enforcement agencies." – 

Recommendation 1402 (1999) of Parliamentary Assembly of the Council of Europe on Control of Internal Security 

Services in Council of Europe Member States. 
[4]

 Guidebook on Understanding Intelligence Oversight, Geneva Center for Democratic Control for Armed 

Forces (DCAF), 2010, p. 30. 

 


